Air traffic control (ATC) performance is important to ensure flight safety and the sustainability of aviation growth. To better evaluate the performance of ATC, this paper introduces the HFACS-BN model (HFACS: Human factors analysis and classification system; BN: Bayesian network), which can be combined with the subjective information of relevant experts and the objective data of accident reports to obtain more accurate evaluation results. The human factors of ATC in this paper are derived from screening and analysis of 142 civil and general aviation accidents/incidents related to ATC human factors worldwide from 1980 to 2019, among which the most important 25 HFs are selected to construct the evaluation model. The authors designed and implemented a questionnaire survey based on the HFACS framework and collected valid data from 26 frontline air traffic controllers (ATCO) and experts related to ATC in 2019. Combining the responses with objective data, the noisy MAX model is used to calculate the conditional probability table. The results showed that, among the four levels of human factors, unsafe acts had the greatest influence on ATC Performance (79.4%), while preconditions for safe acts contributed the least (40.3%). The sensitivity analysis indicates the order of major human factors influencing the performance of ATC. Finally, this study contributes to the literature in terms of methodological development and expert empirical analysis, providing data support for human error management intervention of ATC in aviation safety.
Introduction
Safety is an important prerequisite for the sustainable and healthy development of the aviation industry [1] . As a critical area of aviation safety, air traffic control (ATC) requires highly skilled operators to work together in a large and complex human-machine system [2] . In an ATC system, air traffic controllers play a central role, and they have to cooperate with the various components of the ATC system to ensure the safety, order, and efficiency of air traffic flow [3] . Like other complex sociotechnical systems, there are always some risks of interference in the system [4] . Uncooperative interactions between controllers and system components hold potential for human errors, leading to safety breakdowns [5] . In fact, during the second half of the 20th century, the technical environment changed and the focus of attention in aviation industrial sectors shifted from technological problems to human factors problems and, finally, to problems with organizations and safety culture [6] . Human error is one of the contributors to more than 70% of aviation accidents [7] . This is demonstrated by a review of the Australian ATC system, which finds that coordination and communication errors contribute most to air traffic incidents [5] . In the UK Airprox incident report, human errors in ATC are related to perception, decision making, communication, and team resource management [8] . ATC-related incident examples include on 1 July 2002, a Tu-154m passenger aircraft (BTC2937) of fields, such as railway [13] , mining [21] , and maritime transport [22] , as argued previously. This study utilizes the Bayesian network (BN) to construct a quantitative prediction network among different levels of risk factors in HFACS and between risk factors and ATC performance.
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In a BN, any trajectory consists of the connection of the three structures in Figure 3 . BN is especially well suited to safety issues and risk assessment, including the aviation field [27] . Jitwasinkul et al., focusing on personal safety behavior, established the BN model to identify the most critical organizational factors that improve safety behavior [28] . Chen et al. focused on the human error of flight crew behind aviation accidents [9] , while Zhou et al. focused on the safety awareness of airport staff [6] . Although these applications are in different settings, it can be concluded that BN can perform human factor and safety analysis, including prediction, diagnosis, decision making, and provide insight into the relationship between variables. This study thus aims to introduce BN as an appropriate method to predict ATC performance and to diagnose human factors in ATC failures. store joint conditional probabilities between corresponding nodes [24] [25] [26] . It is assumed that node B directly affects node A and connects the two nodes with A directed line segment, i.e., B  A, where B stands for "Parents" and A stands for "Children". The connection strength between the two nodes is expressed by conditional probability P (A|B), as shown in Figure 2a . A Bayesian network is formed when variables involved in a system are plotted in a DAG according to a certain causal relationship, as shown in Figure 2b , which is a simple example. In a BN, any trajectory consists of the connection of the three structures in Figure 3 . (a) Head to head; that is, given the condition of Z, the communication between X and Y is blocked, also known as head-to-head condition independence. It is obvious that variables X and Y have a common result Z. The joint probability can be expressed as P (X, Y, Z) = P(X) P(Y) P (Z|X, Y). (b) Head to tail. For a given condition of Y, the communication between X and Z is blocked, which is called head-to-tail condition independent. X, Y, and Z are connected serially, and the corresponding joint probability distribution is P (X, Y, Z) = P(X) P (Y|X) P(Z|Y). (c) Tail to tail. For a given condition of Z, the communication between X and Y is blocked, which is called tail-to-tail condition independence. Obviously, X and Y have a common cause. The joint probability is therefore calculated as P (X, Y, Z) = P (Z) P (X|Z) P (Y|Z).
BN is especially well suited to safety issues and risk assessment, including the aviation field [27] . Jitwasinkul et al., focusing on personal safety behavior, established the BN model to identify the most critical organizational factors that improve safety behavior [28] . Chen et al. focused on the human error of flight crew behind aviation accidents [9] , while Zhou et al. focused on the safety awareness of airport staff [6] . Although these applications are in different settings, it can be concluded that BN can perform human factor and safety analysis, including prediction, diagnosis, decision making, and provide insight into the relationship between variables. This study thus aims to introduce BN as an appropriate method to predict ATC performance and to diagnose human factors in ATC failures.
Noisy MAX Model
In general, the conditional probability table can be obtained from a database or the judgment of relevant experts [29] . However, it is challenging work to directly get all the conditional probabilities for a large-scale network since the number of parameters grows exponentially with the number of parents [30] . At present, the most widely used algorithm is the Noise-OR model proposed by Good [31]. Henrion further extends the model to multivariate variables [32] . Based on Henrion's model and formalizing it, Diez proposed a kind of evidence propagation algorithm "MAX gate" [33] . To focus on the ternary variable BN model, this paper, therefore, adopts the "noisy MAX" dealing with conditional distribution of multiple variables.
In noisy MAX, the child node Y, taken sequentially from 0 to , representing the causes of Y. The following are two basic axioms of noisy MAX [33] :
where the X are independent of each other. (a) Head to head; that is, given the condition of Z, the communication between X and Y is blocked, also known as head-to-head condition independence. It is obvious that variables X and Y have a common result Z. The joint probability can be expressed as P (X, Y, Z) = P(X) P(Y) P (Z|X, Y). (b) Head to tail. For a given condition of Y, the communication between X and Z is blocked, which is called head-to-tail condition independent. X, Y, and Z are connected serially, and the corresponding joint probability distribution is P (X, Y, Z) = P(X) P (Y|X) P(Z|Y). (c) Tail to tail. For a given condition of Z, the communication between X and Y is blocked, which is called tail-to-tail condition independence. Obviously, X and Y have a common cause. The joint probability is therefore calculated as P (X, Y, Z) = P (Z) P (X|Z) P (Y|Z).
In general, the conditional probability table can be obtained from a database or the judgment of relevant experts [29] . However, it is challenging work to directly get all the conditional probabilities for a large-scale network since the number of parameters grows exponentially with the number of parents [30] . At present, the most widely used algorithm is the Noise-OR model proposed by Good [31]. Henrion further extends the model to multivariate variables [32] . Based on Henrion's model and formalizing it, Diez proposed a kind of evidence propagation algorithm "MAX gate" [18] . To focus on the ternary variable BN model, this paper, therefore, adopts the "noisy MAX" dealing with conditional distribution of multiple variables.
In noisy MAX, the child node Y, taken sequentially from 0 to y max − 1, has a total of y max states, and N parents, Pa(Y) = {X 1 , . . . , X n }, representing the causes of Y. The following are two basic axioms of noisy MAX [18] :
where the X i are independent of each other. The parameters for link X i → Y are c x i y , representing the probability of Y = y when parent X i takes on the value x i and all other X j values are 0.
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Define a new parameter:
Then, Equation (2) can be rewritten as:
Finally, the CPT is obtained using the following formulas:
Research Framework
In order to clearly describe how HFACS and BN effectively combine to predict the performance of ATC, Figure 4 presents the research framework of this paper.
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Theoretical Development

Network Construction
Since 1980, 142 aviation accidents/incidents worldwide related to ATC human factors have been recorded in "Skybrary," accounting for more than 13.6% of the 1045 aviation accidents/incidents in the database in the same period. SKYbrary was initiated by EUROCONTROL in partnership with International Civil Aviation Organization (ICAO), The Flight Safety Foundation and The UK Flight Safety Committee, and work with the Federal Aviation Administration (FAA) to upload the outputs of the Commercial Aviation Safety Team (CAST) to provide reference materials for safety managers. As shown in Figure 5 , the time-frequency distribution shows that the number of aviation accidents/incidents related to ATC human factors is on a sharp rise, which is understandable because the leading cause of aviation accidents has shifted from technical problems to human factors; moreover, the number of aircraft fleet and flight frequency are also increasing. The analysis and identification of ATC human factors provide practical insights for organizations on aviation safety and ATC performance management, especially in understanding which key human factors have a significant impact on the performance of controllers, to further improve ATC work and the safety of ATC operations.
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The duty of the team members is not clear, the collocation is not reasonable, the work is not coordinated and so on N.S. Olsen [33] Salary and Reward It refers to salary and workload that do not match, employees that are not satisfied with the salary and reward CAA (2002a) [35] ATC Distraction Distraction refers to the lack of concentration of air traffic controllers, which affects the normal work of ATC Chang [35] Use Non-standard Terms It refers to the use of informal terms in air traffic control activities SKYbrary [37] ATC clearance error There are two types: intended clearance given to wrong aircraft or wrong clearance given to intended aircraft SKYbrary [37] Emergency Mishandling ATCO do not have a good command of special situation handling procedures, poor psychological endurance ICAO [38] Operation/Decision Error Mis operation or decision-making by the ATCO in the control process N.S. Olsen [33] ATCO Misspeaking It refers to careless, absent-minded, insincere control work, resulting in instruction errors ICAO [38] Procedural Noncompliance Not following procedures: FARs, OEM standards, SOPs; It always results in a greater risk for the operation SKYbrary [37] 3.
Data Collection
Generally, when the number of parents involved in a BN is large, collecting a conditional probability table (CPT) of each node from the accident/incident reports or experts' opinions is a challenging task. Since the accident reports related to ATC cannot record all the information of each node, it is difficult to deduce CPTs directly from the database. In this paper, the original parameters of CPT are obtained by combining the analysis of aviation accident reports and survey. However, the limitations of the data need to be noted, as the survey related to human factors is susceptible to the influence of statistical factors. These expert estimates, plus the need to be cautious about statistical fluctuations, limit the accuracy of conditional probability estimates [39] .
Objective Marginal Probability
The marginal probabilities are obtained by analyzing literature review and ATC accident reports. Two nodes of "ATC Clearance Error" and "Distraction" are taken as examples to illustrate how to obtain the marginal probability from the database. Of the 142 aviation accidents/incidents recorded by the "SKYbrary" between 1980 and 2019, 48 accidents/incidents were related to "ATC Clearance Error," and 29 were related to "Distraction." According to the above 142 relevant records, the marginal probabilities of nodes were calculated, as shown in Table 2 . 
Subjective Conditional Probability
The Noisy MAX model is used to generate conditional probabilities, and the survey is conducted to obtain the original parameters, involving human factors at four levels of HFACS [30] . Each node in the survey has two types of questions, corresponding to the dependencies between parent and child nodes and the countermeasures to be taken. Questions are divided into the following two types:
• Type 1 is used for conditional probabilities assignment, which requires respondents to give conditional probabilities under the condition that only child and parent are considered. • Type 2 is used for model validation, which requires respondents to select the countermeasures of different nodes that should be taken.
We successfully collected valid questionnaire sheets from 26 air traffic controllers and experts familiar with ATC in China. The Likert scale was adopted to evaluate the survey, with 1 point representing a very low probability and 5 points representing a very high probability, which were used to indicate the influence degree of one node on another node. Taking the node ATC organizational climate in Figure 7 as an example, the Type 1 question amounted to: What is the probability that "Safety Culture = good" results in "ATC Organizational Climate = good"? Type 2 question: Which of the following measures do you think would reduce human errors and improve ATC performance? Choose several most influential factors or give your opinions. For instance, the corresponding measure lists include regular safety awareness training, improve management discipline, reasonable arrangement work time, strengthening ATC professional skills training, and so on. After the original probabilities were collected and normalized, the noisy MAX model above was used to generate CPT. Table 3 shows an example of CPTS. Out of those 42 sets of questionnaires, 26 sets were valid, reaching a valid response rate of 61.9%. The respondents' backgrounds are described in Table 4 . 
Sensitivity Analysis
Sensitivity analysis is a general method to study the influence of inaccurate parameters on model output and to compare the importance of different factors. The analysis based on it will be shown in Section 4.3. The sensitivity function can be used to express the sensitivity change of the posterior probability of the target variable [40] . X is defined as the probability of the variable taking a certain state, Y is a query, then according to the evidence E, the posterior probability S (Y|E) (X) can be expressed as the normalized function of X:
Here, replace the values of X with 0, 0.5, and 1, respectively, and substitute the posterior probability values of the target variable to determine the values of α, β and λ:
Then, according to the partial derivative of S (Y|E) (X) with respect to X, the sensitivity value of S on X can be obtained:
The more sensitive the target variable is to the factor, the more drastic the change of S(Y|E) (X) is with the factor X value.
Results
The BN model was implemented in GeNIe software. After the BN model was estimated, sensitivity analysis of probability was carried out by giving evidence of different subsets. In addition, the final target variable "ATC Performance" was performed with bottom-up probability reasoning to calculate the posterior probability of each human factor. Finally, content validity and predictive validity were applied to verify the BN model.
Key Factors
By setting the human factors in Figure 7 to different states ("Good, Normal, Bad" or "Yes, No"), the percentage of posterior probability increase of the target variable was calculated to measure the importance of different human factors on ATC Performance.
As shown in Table 5 , the five most important human factors affecting ATC Performance are training, physical fatigue, mental state, ineffective monitoring, and ATC software/hardware. Obviously, training contributes the most to the performance of air traffic controllers, which means that the professionals interviewed believe that the above human factors are most likely to exist in air traffic accidents related to air traffic controllers. One interesting human factor is ineffective monitoring, which will affect the organization's safety culture, and the attitude, performance, and efficiency of the controllers, ultimately affecting the air traffic safety. 
BN Inference
The process of finding the key factors is a top-down probabilistic diagnosis. In Figure 7 , the value of the final target variable "ATC Performance" is replaced by 1, and the posterior probability of all parent nodes can be obtained; that is, the so-called bottom-up diagnosis. Here, the probability of "ATC Performance = Bad" is set to 1 to obtain the posterior probability of all nodes. The higher the posterior probability of human factors, the greater the contribution of this factor to aviation accident risk. Figure 8 shows the marginal probability distribution of the four levels in the HFACS model. Unsafe acts had the greatest influence on ATC Performance (79.4%), while preconditions for safe acts contributed the least (40.3%).
Apparently, as shown in Figure 9 , unsafe acts contributes the most to the overall risk of accidents, including violations and air traffic control errors, with a posteriori probability of 71.3% and 52.6%, respectively. This means that the respondents believe that these human factors are most likely to be present in air accidents involving controllers. The second group of factors with more considerable influence belong to unsafe supervision, and preconditions of safe acts level include inadequate supervision, ATCOs states, whose posterior probabilities range between 40% and 65%. The contributions of the other levels to the ATC performance are similar (23%-35%), in which the supervision violation at the level of unsafe supervision and the organizational climate at the level of organizational influence contribute the least to the performance (posterior probabilities are less than 25%).
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Model Validation
A BN model without verification is incomplete. This study adopts the following two methods:
•
Content validity: In order to check the validity of Content, it is necessary to ensure that the BN network only considers the relevant human factor variables and their relations related to ATC.
In this regard, all human factors are derived from the literature review and the viewpoint of front-line ATCOs, who also provide great help for the subsequent input of conditional probability between nodes. • Predictive validity: The most direct and effective verification method is to compare the diagnosis results of the BN model with the database used, which include countermeasure preferences and sensitivity verification.
Firstly, as mentioned above in Section 3.2.2, there are questions designed for the preference of countermeasures. According to their prior knowledge, the respondents were required to select the six most influential factors from lists that would reduce human errors and improve ATC performance, then compare them with the posterior key human factors calculated by the Bayesian network. Figure 10 shows the countermeasure preferences of 26 frontline ATCOs and relevant experts. Interestingly, "Increase the salary of ATCOs" (chosen by 68.20% of the respondents) is the most popular response.
Higher salaries may have a positive effect on ATC mental state and physical fatigue. Followed by "Reasonable collocation of team members" (53.13%) and "Improve the selection criteria of ATCOs" (41.35%). Understandably, air traffic controllers selected with higher standards tend to have better professional qualities, which can make up for the possible consequences of insufficient training. At the same time, reasonable collocation of team members can also reduce ATC work burden and pressure. In contrast, "Regular safety awareness training" and "Strengthen organizational management" are the least popular measures chosen by 13.32% and 15.53%, respectively. The possible explanation is that respondents are satisfied with the current situation of safety awareness training and organizational management. The above results are roughly consistent with the observations in Section 4.1. However, respondents' preference for countermeasures only indicates their observation and understanding of ATC performance in this region, and cannot be extended to other regions of the world.
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As reviewed in Section 1, traditional accident analysis or risk assessment methods are difficult to quantify rare accidents related to aviation safety. HFACS-BN model provides an additional method for identifying the major human factors that may lead to aviation accidents. Through the analysis of 142 aviation accidents/incidents related to ATC human factors worldwide from 1980 to 2019, the ATC performance model identified 25 major human factors (Figure 1 ). In addition, the subjective data of the human factors perceived by ATCOs are further collected to supplement the objective data of aviation accident report. CPTs are elicited by the noisy MAX model, and two inference methods of probability prediction and probability diagnosis are used to analyze the causal relationship and posterior probability among variables in the BN model.
Concerning the four levels of the HFACS framework, the influence of human factors on various levels is quite different. Unsafe acts (79.4%) and unsafe supervision (56.9%) contribute the most to ATC performance, while preconditions for safe acts (40.3%) has the lowest Influence. Overall, the top five most influential factors for ATC Performance are training, physical fatigue, mental state, ineffective monitoring, and ATC software/hardware; specific values are described in Section 4. The above results further imply that the formulation of aviation safety policy should pay more attention to the supervision level and individual factors. Furthermore, due to the complexity between human factors and accident risk, the coupling relationship and chain reaction between human factors should be fully utilized in the safety-related capacity building for ATCO; for example, reasonable allocation of team members may increase work efficiency and reduce the physical strain.
The contribution of this study is mainly reflected in the following aspects. Firstly, the HFACS framework and BN model are used to provide a systematic and operable method for aviation safety research. Secondly, it makes full use of the ATCO's professional knowledge to overcome the issues of database availability, as mentioned above in Section 3.2.2, to calculate the order of key factors, and to derive effective countermeasures against human errors. Thirdly, the modeling method and data analysis strategy of this study can also be further applied to security research in non-aviation fields. Examples include areas involving human-factor-related accident risk mechanisms such as public transport or mining systems.
This study is, however, not free of limitations, including:
• Almost all accidents have multiple contributory factors and that pilot error is often the probable cause.
•
Air traffic control systems vary in size and structure around the world so that where one investigative agency may find ATC, or an associated controller or controllers, responsible for a particular accident, another one may not.
These data are limited to summarized accident reports based on queried keywords and not based on independent evaluations of all accidents, probable causes, or contributing factors. • Expert opinions were gathered from one ATC system (i.e., China) and perceptions may not reflect a comprehensive global view.
The use of expert evaluation and the noisy MAX algorithm to evaluate the prior probability of the root node in the BN model will inevitably involve cognitive bias.
Finally, the current BN model in this study may change with the passage of time and the cognition of various human factors by the frontline ATC. More research should be accumulated in the future to monitor the changes in human factors and causal relationships related to aviation safety, reducing the contribution of human errors to the risk of aviation accidents.
Key Points
• "Human error" is an unhelpful yet common explanation for the cause of accidents/incidents in complex activities featuring vast combinations of people and technology (e.g., aviation) [41] .
•
To better understand the conditions influencing human error in aviation accidents/incidents related to air traffic control, we analyzed the "SKYbrary" database based on the HFACS model and preliminarily identified the human factors affecting ATC performance. • A subsequent analysis based on BN model combined with accident statistics and expert opinions found that inadequate training, physiological fatigue, and ineffective monitoring were important factors affecting ATC performance continuation aggravated by the lack of regulatory plans. 
